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Email us on safer@wyjs.org.uk to sign up to this quarterly scam update. 

 

SAFER Project on YouTube  
 

 

It’s been a busy and exciting 12 months 
with no slow down in the number of 
workshops that the team are delivering, 
which is just how we like it! Check out our 
video on YouTube to see what community 
groups and partners think of the SAFER 
Project: http://bit.ly/SAFERImpactVideo.  
 

If you would like the SAFER team to visit 
your community group to talk about 
scams and doorstep crime, please get in 
touch - our contact details are overleaf.   

Fraud Recovery Scam 
 

This is where victims of fraud are 
contacted by more fraudsters posing as 
genuine organisations such law firms, 
claiming they can recover the money 
lost in the initial fraud.   
 

If the offer is taken up, there will be an 
upfront admin fee or release fee to pay 
in order to progress with the claim. 
 

If the victim asks for the money to be 
taken out of the recovered monies - 
there will be a reason why that’s not 
possible e.g. the money is under the 
control of the courts and can only be 
returned to the victim.     
 

 Beware of unsolicited calls from 
organisations you’ve not heard of.  

 If it sounds plausible ask where they 
got your details.  

 If a known company, call the 
company yourself and check it out.  

 If it sounds too good it probably is.  

Car Park Scam 
 

Criminals are sending out 
emails pretending to be from 
legitimate companies, such 
as UK Parking Control Ltd (UKPC) that 
claim you have a parking ticket.  The 
emails entitled ‘Parking Charge Reminder’ 
claims you have parked in one of their car 
parks and not paid. The emails contain 
randomly generated reference numbers 
and quote a charge, typically £90. 
 

The bottom of the email asks the recipient 
to click on ‘payment options and photos’ 
for more information - the link is likely to 
contain malware (malicious software) 
which will attack your computer files or 
download a virus. 
 

If you receive one of these emails, do not 
 download the attachment and report 
 to Action Fraud on 0300 123 2040, 
       online or forward the email 
   to NFIBPhishing@city-of
       -london.pnn.police.uk. 
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Nuisance Calls Reach 30 Million a Week  
 

We’ve all had calls for PPI, accident claims, computer virus,  
double glazing - here’s how to reduce the number of calls received. 
 

 Go ex directory. 
 Don’t give out your telephone number unnecessarily. 
 Register with the Telephone Preference Service (TPS) 

on 0345 070 0707 or www.tpsonline.org.uk. This is free 
and should reduce the amount of UK marketing calls.   

 Opt out of third party marketing on contracts / order 
forms - make sure to read the tick box carefully. If 
you’ve consented to receive marketing from a specific 
company, the organisation can call you even if registered with TPS.  

 If registered with TPS and continue to receive calls, report the company to TPS. 
 Check if call blocking facilities are available from your telephone provider. 
 Consider buying a call blocker which 

allows you to block nuisance callers. 
They can be programmed to block 
international calls and withheld 
numbers. The devices can be 
purchased from high street stores.  

 Be wary of anyone cold calling 
trying to sell you a call blocker -  

this could be a scam.    
 

‘Phishing’ Scams Reminder 
 

A phishing email is an unsolicited email 
pretending to be a genuine organisation.  
It will try to trick you into giving out your 
personal details, (such as name, address, 
bank details) to enable the fraudsters to 
steal money or your identity from you.  
 

Ones to watch out for:  
 Amazon - fake orders 
 HMRC - tax refund / tax owed 
 iTunes/PayPal - unknown purchases  
 

Don’t trust links in emails… Find the 
correct website address as the link may 
take you to a copycat website and ask  
you to give your account / card details.  

   

 

 

 

 

0113 393 9910 

safer@wyjs.org.uk 

www.facebook.com/SAFERProject 

www.twitter.com/wytradstandards 

Romance Scams 
 

With Valentines Day  
just around the corner, 
fraudsters are thinking 
about romance and how 
to make money.   

 

Online dating sites are the perfect way 
for fraudsters to meet someone without 
actually revealing their true identity. The 
fraudster will build up a relationship over 
several weeks or months. Once a level 
of trust has been established, they will 
start to ask for money, often to pay for a 
flight to visit or a family member needs 
medical treatment.   
 

 Do not reveal too much information 
about yourself - this can be used in 
impersonation fraud.  

 Do not share financial information. 
 Do not respond to requests to send  

money or to have money transferred 
to your account. 

 Trust your gut instinct! If something 
feels wrong it probably is. 
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